System Administration (150 pts.)

Today’s exercise allows you to gain some practical experience with a few common system administrator duties. You should refer to your notes as needed but try to become independent of them.  

Overview:  I will provide you with a scenario and you will need to propose a solution to the problem.  Some of the answers expected of you need to be entered on this handout.  Other parts of your solution will require you to work on your computer. 

Follow the directions given in this exercise closely.  Several questions require you to write an answer in the space provided on this page.  This exercise is due at the beginning of class next week.

Steps:
Scenario:  A visiting research scientist will be joining your GIS team for 2 weeks.  She is considered a GIS guru, especially when it comes to digital terrain modeling.  She will need access to the DEM layers located on your workstation. Both computers are located within the same local area network (LAN) in the same research center.  

1. 5 pts. In the space provided below describe the permissions and/or user group membership you would assign to this person’s profile. Note: the visiting research scientist will log in using a profile/account called “Workshop” which already exists on the computer she will be using. You may need to adjust the privileges associated with her user profile however.













 
Since the topographic data she will need to use are stored on your workstation, we should share the folder containing your elevation layers.  

2. Launch Windows Explorer (TIP: a short-cut is to press the windows button and "e" simultaneously on your keyboard).
3. Create a folder under C:\Data\ and call it "IT4GIS" (NOTE: if your computer does not already have a Data folder, you will need to create that also).

4. Create a sub-folder under your IT4GIS folder called DEMShare.  Place some files in this folder.  Ideally, they should be elevation TIFF layers (BTW, DEM is an acronym for Digital Elevation Model) ready for use in ArcGIS but for this exercise they do not have to be.  In fact, for testing purposes, you can simply place a few text files in this folder.

5. Create another sub-folder under your IT4GIS folder called AdminFiles.  

6. The directory should now look similar to this (note: you may not have a GIS folder):
[image: ]
7. Now let's assign permissions to these folders so that the visiting scientist can access the geospatial data needed for her part of the project.  Follow these steps closely:
a. Right-click the IT4GIS folder and select properties.
b. Click the Security tab.
c. Make sure both your user and the Administrator have full control of the IT4GIS folder. 

NOTE: on a home computer, your user profile will likely be the Administrator, but in an enterprise or lab environment, these users will be different.  

If you are using the GIS Center lab computers, your user is named IT4GIS (try not to get this user name confused with the folder name).  

d. Select your user name from the user names list near the top of the Properties window.  If you do not see it, do the following:
· Click ADD
· Type the user name in the Enter the object names… text box
· Click Check Names button
· Once you have found the correct account, click OK

e. Look at the associated properties in the Permissions for box. No other permissions besides full control are required for this folder.
f. Be sure to Give your user full control by placing a check in the Full Control box under the “Allow” column.
g. Click apply and OK.

h. Once set, click the OK button to close all properties window(s).

8. Next, let’s set some special permissions for the DEMShare folder.
a. Right-click the DEMShare folder and select Properties.
b. Click the security tab.
c. You should see the permissions of the parent object (IT4GIS) have been inherited by this child object (DEMShare).  In other words, this folder will have full control assigned to both you and the Administrator(s), and maybe even some additional permissions too (that will be OK for now).

d. Next, it is time to give the visiting scholar special permission/access to the DEMShare folder. To do this:
· Click the Edit button
· Click Add
· In the text box of the “Select Users or Groups” window, type workshop 

Note: If you are not using a GIS Center computer, enter the name of another user on your computer.  This will still work very well even from a home computer.  If you have admin privileges you can create an entirely new user account profile and give the new profile access to your shared folder.

· Click the “Check Names” button to ensure: 1) you typed it correctly and 2) the profile exists on your computer (see the figure below)

[image: ]

· Click OK to add this user and return to the properties window.
· Find the user you just added from the user’s list and select it by clicking it (note: it will highlight when selected).

· 10 pts. Based on our lecture in class and your security strategy, what type of permissions should the visiting research scientist be given?





· 5 pts. Is READ access the default?



· Make sure there is a check placed in the:
Read & Execute,
List folder contents, and
Read check boxes under the Allow column. 

Note: this user really does not need execute permissions and you may wish to remove this (do not deny it, just don’t check it)

· Other permissions will be available but the most important one to pay attention to is the Write permission.  Make sure Write is not allowed (do not deny it, just don’t allow it).
· Click Apply and then OK

9. Now, carefully use these same techniques to check and make sure the visiting scholar does not have any access to your "AdminFiles" folder.  


SHARING RESOURCES (paste screen shots to show your work)
Next, we need to share the DEMShare folder.
9. Return to the DEMShare folder’s properties
10. Choose the Sharing tab
11. Click the Advanced Sharing button
12. From the Advanced Sharing dialog box:
a. Place a check in the Share this folder box
b. Click the permissions button near the bottom of the dialog box
c. Check to ensure the Administrator, your profile/user, and the visiting research scientist’s profile (e.g., Workshop) are on the list. If not, add them following the same process we used in step 7 above.
Note: In business settings, password protection will be “turned on” for your computer.  In this case, the person you are sharing data with must have a user account and valid password on your computer in order to access the files and folders from their computer across the network.
13. 5 pts. Under the “Permissions for” area make sure the user you are sharing with (i.e., workshop) is allowed Read access. Based upon your sharing strategy, what additional –if any-- sharing permissions would you like to give to the visiting scholar? 



14. In addition, make sure Administrator and you (e.g., IT4GIS) are given full control of this shared resource.
15. Double-check and make certain the appropriate share permissions are set for you, the Administrator, and visiting research scientist users (e.g., Workshop).
Before we commit to this change there is one problem we must first address. Notice that by default, “Everyone” is given read access.

16. We do not want to give Everyone any access to this computer.  To correct it, simply select “Everyone” and click the Remove button to remove this permission from the list (do not DENY access because you and the Administrator are included in the group called “Everyone”).
17. When you are finished choosing the people or groups you want to share files with, click Apply and OK
18. Click Apply and OK once again from the dialog Advanced Sharing dialog box.  
19. Click the Close button to close the properties window.Overview of the next few steps…
You just setup a shared folder.  You (your profile, IT4GIS) will have access to it, as will the administrator, and finally the “Workshop” user (the workshop user is the “person” you are sharing the folder with). 

When you move to another computer to test your shared folder you will:
1. Log in locally as Workshop with the default monday password.
1. Follow the exercise (below) to access your original computer and then log in remotely using the “Workshop” user and default monday password






Let’s test this shared resource as a remote user. 
a. To act as a remote user you can either:
· Log-off your PC (save your exercise progress first) and log onto it again as another user, OR
· Log-onto another PC in the classroom, OR
· Team up with a classmate to test each other’s shared folder.
b. To act as a remote user, launch Windows explorer (HINT: a short-cut is to press and hold the windows key on your keyboard [it is the key between CTRL and ALT]) and then press E simultaneously).
c. From the left side of the Windows explorer window, click the Network link.
d. Navigate through the network to the computer where the DEMshare folder exists. If you do not see the remote computer listed, you can explicitly find it by name. For example, if you want to access the computer called “Targhee”, you would type \\Targhee in the text box near the top of the Explorer window (and press enter of course).

e. 10 pts. Do you see the share you just created?  (paste a screen shot in the space below)





f. 10 pts. Can you can read and copy data from the shared folder?




g. 10 pts. Can you create a new file or delete a file in the shared folder?



Did you know…?
You can further secure shared resources by adding a “$” to the end of the shared resource’s name (not the actual name of the folder).  In our example, the shared resource folder “DEMshare” would be renamed “DEMshare$”. Once shared, the folder will be hidden from network browsing, and only people “in the know” would be able to access it.

To access a hidden folder like this, you would enter \\Targhee\DEMShare$ in the Network search text box.












USING GLOBUS
Sometimes we need to share data by copying it from one computer (e.g., our research workstation) to a shared folder on another computer (assuming you have the required permissions). And sometimes, we just need to share data with ourselves on two different computers.  There are several ways to do this ranging from email attachments to Box or Google Drive, and even external hard drives.  When dealing with the Big Data commonly used in GIS our options are limited.  To facilitate large file transfers, Globus is an excellent choice.  Let’s learn how you can leverage Globus using Idaho State University’s subscription to this service.

17. Begin by acquainting yourself with Globus using the help documentation I posted for our Lidar users at https://giscenter.isu.edu/data/pdf/LiDARandGlobusOnline.pdf 

18. To log-into Globus you should use Sign in with Google (since Google is the underlying system used by ISU). Click this button [image: ]from Globus’ log in page.

a. Sign in using your isu.edu account.
b. Once logged in, you will be taken to Globus’ File Manager screen (HINT: I like to set this up as a two-panel page so I can see the source and destination of my transfer simultaneously).
19. Before you can transfer files to your computer, you need to install and correctly configure Globus Connect Personal (GCP) on your computer.  To do this, visit https://docs.globus.org/how-to/globus-connect-personal-windows/ and follow the instructions given.
a. When configuring GCP, be sure to make the DEMShare folder an accessible folder that is Writable by you when using Globus.
b. Be sure to make note of the name you are giving to your GCP connection as we will use it later. This is important, because you may later have numerous GCP connections on different computers and using meaningful names for each connection is very helpful.
20. Using your Globus account and with GCP installed and correctly configured, let’s gain some practical experience with a file transfer.
a. Navigate your Globus File Manager to https://app.globus.org/file-manager?origin_id=03bed01a-e124-11e7-802a-0a208f818180&origin_path=%2FClasses%2F
21. You will transfer the ZIP file found in this folder (there is only one) to your DEMShare folder.To do this:
a. Use the panel on the right side of the two-panel page to navigate to your GCP writeable folder.  This is most easily done by clicking in the Search text box near top of the File Manager.
b. From the Collection Search page, click Your Collections[image: ]
c. Select your GCP connection from the list.
d. Navigate into your GCP connection and into the DEMShare folder.
e. Once you have the writable folder (DEMShare) set as the path to receive the transfer, all you need to do is click into the source panel (the one displaying the ZIP file)
f. Select the ZIP file (place a check in its check box)
g. And finally click the [image: ] button.
22. Once the transfer has been submitted, you will see a green message appear in the upper right corner of the browser window.
a. From this window, click View Details.
b. Since this is a small file, it will transfer very quickly.
c. From the details page you will see the Condition change to SUCCEEDED once it is complete.
d. You will receive an email informing you your transfer has completed.  In fact, once you submit the transfer task you can close your web browser and the transfer will still run.
e. [bookmark: _GoBack]10 pts. Forward the email to me (webekeit@isu.edu) that you receive from Globus when the transfer succeeds.



There are a few things you should know about Globus.  One, the files you transfer are not first copied to some huge server managed by Globus. Instead, Globus provides a transfer SERVICE that finds the optimal network path to facilitate a rapid transfer of your data.  Second, the source server you connect to (in this case, the GIS TReC’s lidar server) is not owned by Globus. It is owned and maintained by ISU’s GIS TReC.  The Globus server software is installed on this server to facilitate rapid transfer of large data files such as lidar point cloud data.

23. Once the file transfer is complete, extract the zip file to the DEMShare folder.  You will use it in the next part of the exercise.

SHARED RESOURCES IN ARCGIS PRO
24. From your own computer where you are logged on as a local user, use ArcGIS Pro to establish a working connection to your DEMShare folder.  You will need to use the "Add Folder Connection" tool from the Catalog pane following procedures you should have learned in Principles of GIS (HINT: see the figure below).
[image: ]

25. 5 pts. Did this work?  If not, see your instructor for assistance.



26. Add the feature class found in the IT4GIS_week03 geodatabase to a new map in ArcGIS Pro.
27. 25 pts. What did you learn about the Center of GIS? (i.e., describe the spatial data found in the geodatabase).




28. 10 pts.   Be sure to paste screenshots of your work and settings here to demonstrate how you completed the SHARING RESOURCES steps. 



29. 5 pts. In this week’s presentation we also discussed a proactive measure to help ensure security across a LAN.  This technology consists of a hardware and software solution that monitors network traffic and intercepts/stops abnormal network activity.  What is the name and acronym for this technology?



30. One of this week’s reading assignments were notes from Cy Smith’s ROI for GIS workshop. Describe the “Day GIS Stood Still” approach to calculating ROI.






31. 10 pts. Paraphrase what happened in this exercise.







32. 10 pts. State what you learned in this exercise.





33. 10 pts. How do you feel about this experience (e.g., comfortable, confused, etc.)
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